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aspect, patterns are found in the modifications of the data
structures, which are evaluated and analyzed for software
vulnerabilities.

15 Claims, 8 Drawing Sheets

.| a0 405
EVALUATION [*.0 1 INITIAL,
SNAPSHOT SNAPSHOT
|
420 430 445
| s s
PROGRAM | Al “| vamiale |” 1 DATA
SNAPSHOT [l STUCTURE
T T
y| a2 1| o438 450
BREAK |01 1| omsscT DATA
PONT D WRAPPER
1 | '
| 40 4 10| 458

POSITION

INSTRUCTION | |

INPUT
PATTERN




US 9,471,788 B2

Sheet 1 of 8

Oct. 18, 2016

U.S. Patent

i Ol

ﬁﬂ RS E%boT

NOLLY O ddY JavAL-H0S

(—

gwmmﬁhoﬂﬁmhm
YLV TYNSE G LN

Qaw\

L 011 VivO LNdN

)




US 9,471,788 B2

Sheet 2 of 8

Oct. 18, 2016

U.S. Patent

mwmw Yivd FDnE,DOT

gl "Oid

NOLLY O ddY 3HVMLZ08

[\

Qﬁ:\k

é

061 SNH3ILLY

[P o
HOLONMLS dﬁ.&b

()

TOT STMNALOMNLS A|ﬁ§ VYA LNdNI u
VLVG TYNNILNG

BPL SNM3LLYd

ViVQ3 iNdht

J

()

BEL MHOMINYH D NOLLYITTYAS




US 9,471,788 B2

Sheet 3 of 8

Oct. 18, 2016

U.S. Patent

¢ "Sid

4000 NOLLYONddY 3HYMLE0S

NOILLYD ddY

FEVMLIOS QI LVIVTIVAT

o7 757 SHIAddVHM
3000 30un0s ) (30003148 FHNLONLS ViIVa ﬁﬁ STUNLINYLE Y1va u
\~ T T > 4 N—7
osz 5ve A vz~
H
TEZ INLLNAY )
ANIONG
NOLLYNTYAS
oz A
7° 7
Bez INIDNT T2 MO0OH
002 \\ VLY MOTSNE NOLLYNTTVAT
v Y
392 NIOMd (.
o0 _
NOLLYITTYAT O ﬁ h@ﬂ SNYMILLVE 3LNERELLY BIZ SLOHSHYNSG NCILLYMIvYAT
v 4
31 ~ —~
Q2T \ [oTeTA \




US 9,471,788 B2

Sheet 4 of 8

Oct. 18, 2016

U.S. Patent

TTET NOLLY DI ddY

TYAMLA0S OILVITTYAS
INIONT
mew YivQ B5T INIDONT
MOTE-NI VLY 1NN

A

A_v gy

£ "oHd
( WILSAS I )
(173 TEC JAMiDveE TS
SFT MO0 NOLLYHYNOIANOD LOHSAVYNS SLNO4IN
NOLLYIT AT NOLLY T IYAT NOLLYITTYAS S3are) STTgYShe
A - _
A gze f p\ / p\

28 00T INLIND NOLLYITIVAS

()

_ _ G1E SLOHSJYNS NOLLYITTVAT

— u ANIEND NOLLYMTIVAT

¢

LE NGO INSWIDYNYIN

. \

S0¢ \

&2

S




US 9,471,788 B2

Sheet 5 of 8

Oct. 18, 2016

U.S. Patent

NxE11vd
LN

cop |7

.

H3dd WM
Viv(

osy &

FANLONLE
VAV

m?v\\\

Y84
. NOLLISOd
SSVI0 NOLLOMMLEN
b ovy %
ai LNIOd
103r80 ol vmue
sey |1 sz %w
. ;

a LOHSAYNS
| zgvieva mv YOO
oer ozy |}

]
LOHSJYNS LOHSAYNS
TILINI | NOtLYIIvAS
sor oipr ﬁ b
iy




U.S. Patent Oct. 18, 2016 Sheet 6 of 8 US 9,471,788 B2

/ 500

START

/'51(}

SIMULATE INPUT DATA FOR SOFTWARE APPLICATION

¢ Ve 520

DETERMINE PATTERNS OF GENERATED DATA
STRUCTURES

¢ /‘530
EVALUATING THE PATTERNS ACCORDING TO
PREDEFINED RULES

¢ /54@
REPORTING CRITICAL INSTANCES OF THE INPUT
DATA
END

FiG. &



U.S. Patent Oct. 18, 2016 Sheet 7 of 8 US 9,471,788 B2

/ 600
START

/8?0

RECEIVE A SOFTWARE APPLICATION
EVALUATION SNAPSHOT

t‘ 620 A

EXECUTE A PROGRAM STEP OF THE
SOFTWARE APPLICATION

i Vs 630

COLLECT A RESULTING EVALUATION
SNAPSHOT

RESULTING EVALUATION
SNAPSHOT INCLUDES
PREDEFINED EXCLUSIVE
PATTERNS?

/ 660

MAP THE RESULTING EVALUATION
SNAPSHOT TO AN EXISTING
SNAPSHOT FROM A SET OF

EXISTING EVALUATION SNAPSHOTS

EXECUTION
BREAKPCINTS, CHANGED
VARIABLES AND INPUT
PATTERNE COINCIDE?

550 T
YES

ADD THE RESULTING EVALUATION
SNAPSHOT TO THE SET OF EXISTING

EVALUATION SNAPSHOTS

FIG. 6



US 9,471,788 B2

Sheet 8 of 8

Oct. 18, 2016

U.S. Patent

£ D
JOVHOLS
—> HIAAYIY VICIN ADIATC LN ADIAIC LOHLNO
GG/ ops \ﬁ ac,~ £ N TN 04
A ¥ sna V
< W NS NS N
78z
FI0UN0S | | 30v4HELNG HOLYDINANNOD .
viva | 7| 3ounos viva MHOMLEN Wi HOSSAO0U
ozs ge.” %} g1/ sos—”

BEL MUOMLEN <

e

0oL



US 9,471,788 B2

1

EVALUATION OF SOFTWARE
APPLICATIONS

BACKGROUND

Enterprise software applications are typically complex
and may consist of several abstraction layers and many
different frameworks. An abstraction layer is a way of
presenting a complex functionality by hiding implementa-
tions details. A software framework is another abstraction,
which is a software platform used to develop applications.
An advanced generation of software applications may utilize
open source solutions with various levels of security. An
open source solution is computer software that is available
with source code. The source code and copyright are pro-
vided under a license that permits users to study, change,
improve, and eventually distribute the software. However,
often the security aspect is neglected, which causes unau-
thorized accesses or other performance problems such as
error situations and application crashes. Tools for detecting
potential security and performance vulnerabilities have
become a crucial part in testing software applications.

Brute force algorithm is a general problem-solving tech-
nique, which includes identifying and systematically check-
ing all possible candidates for solving a problem. Using a
brute force algorithm to discover security and performance
vulnerabilities of software applications is practically useless
since the amount of time needed to analyze a software
application it too much, even using the newest generation of
computers. There is a need to apply some logic to analyze
software application behavior in an optimized way.

BRIEF DESCRIPTION OF THE DRAWINGS

The claims set forth the embodiments with particularity.
The embodiments are illustrated by way of examples and not
by way of limitation in the figures of the accompanying
drawings in which like references indicate similar elements.
The embodiments, together with its advantages, may be best
understood from the following detailed description taken in
conjunction with the accompanying drawings.

FIG. 1A is a block diagram illustrating a software appli-
cation and its incoming and outgoing data flows.

FIG. 1B is a block diagram illustrating an embodiment of
an evaluation framework for a software application with its
incoming and outgoing data flows.

FIG. 2 is a block diagram illustrating an embodiment of
a system for evaluation of software applications.

FIG. 3 is a block diagram illustrating an embodiment of
an environment of an evaluation engine.

FIG. 4 is a class diagram illustrating an evaluation snap-
shot structure.

FIG. 5 is a flow diagram illustrating an embodiment of a
method for evaluation of software applications.

FIG. 6 is flow diagram illustrating an embodiment of a
method for determining patterns in generated data structures
for evaluation of software applications.

FIG. 7 is a block diagram illustrating an embodiment of
a computing environment in which the techniques described
for evaluation of software applications can be implemented.

DETAILED DESCRIPTION

Embodiments of techniques for evaluation of software
applications are described herein. In the following descrip-
tion, numerous specific details are set forth to provide a
thorough understanding of the embodiments. One skilled in
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the relevant art will recognize, however, that the embodi-
ments can be practiced without one or more of the specific
details, or with other methods, components, materials, etc.
In other instances, well-known structures, materials, or
operations are not shown or described in detail.

Reference throughout this specification to “one embodi-
ment”, “this embodiment” and similar phrases, means that a
particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one
of the one or more embodiments. Thus, the appearances of
these phrases in various places throughout this specification
are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or charac-
teristics may be combined in any suitable manner in one or
more embodiments.

A software application may be considered as a complex
entity that has incoming and outgoing data flows. FIG. 1A
represents such an application 100 with input data 110 and
output data 120. The incoming data flow, which is input data
110, influences the internal state of the software application
100, while, at some point, the software application 100
generates an outgoing data flow, such as the output data 120.
Thus, the process may be defined to include at least three
major steps: receiving of incoming data, data processing,
and generating outgoing data. During this process, the
software application 100 may use some internal data struc-
tures 105 to store interim data. The content of the internal
data structures 105 may depend on the input data 110 and
software application logic. Data structures that are modified
during the software application execution may be deter-
mined and then used to evaluate the software application
steps using these data structures. The point where the
execution of a request to the software application has
reached (i.e., the breakpoint) together with variables (i.e.,
the data structures) that are changed during the software
application execution define a program snapshot. A break-
point identifies from an object and an instruction position
within the bytecode of that object. Variables are mapped to
data structures (e.g., a byte).

Some of the data structures may be data wrappers. Data
wrappers are thus mapped to an input pattern. Referring to
FIG. 1B, by analyzing the changes within the internal data
structures 105, it may be possible to define evaluation
snapshots that direct the software application 100 to essen-
tially different states. An evaluation snapshot is a program
snapshot. Because there is a direct dependency between the
input data 110 and the internal data structures 105, the
derived evaluation snapshots for the internal data structures
105 may also be applied to the input data 110. The evalu-
ation snapshots defined in this way may be linked with
parent-child relationship and an ordered graph (tree) of
evaluation snapshots can be built. The ordered graph may be
expanded with additional patterns (e.g., both input patterns
and resulting internal data structures patterns) that lead the
software application 100 to different states. Some of these
software application states may be of interest and by fol-
lowing a simple traverse algorithm applied to the tree such
program, a software application state may be reached. If an
evaluation framework, such as evaluation framework 130 is
used to analyze the internal data structures 105 and create an
evaluation snapshot tree for the software application 100,
then data structure patterns 150, and input data patterns 140
may be identified. The input data patterns 140 are dependent
on the data structure patterns 150. The identified data
structure patterns 150 may be evaluated based on predefined
rules that aim to discover critical scenarios for the software
application 100.
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FIG. 2 is a block diagram illustrating an embodiment of
a system 200 for evaluation of software applications. The
system 200 includes an evaluation engine 205, evaluated
software application 210, evaluation hook 215, an in-flow
data engine 220, and an integrated development environ-
ment (IDE) 225.

Following the algorithm mentioned above for evaluation
of a program in reference to FIGS. 1A and 1B, an oriented
graph of evaluation snapshots for the software application
210 can be built. The edges of the graph may be executed
software application steps and the nodes may be classified
based on variables that are modified. The evaluation engine
205 includes evaluation snapshots 270 and controls an
evaluation snapshots loop. The evaluation engine 205 also
creates an evaluation snapshot graph. The modified vari-
ables may contain abstract data structures and when these
data structures are accessed on some step, evaluation of
some of the parent snapshots may be needed in order to
determine the resulting snapshots.

The evaluation hook 215 is a module responsible for
interacting with the evaluated software application 210. The
evaluation hook 215 may also monitor the “one step”
behavior of the evaluated software application 210 and
could process steps in both directions. The evaluation hook
215 may also participate in building software application
snapshots.

The evaluated software application 210 may include
software application code 230, software application runtime
235, data structures 240, and data structure wrappers 245.
The software application code 230 may include bytecode
250 and source code 255. The bytecode 250 may be used by
the evaluation engine 205. The source code 255 may be used
by the IDE 225 by means of an evaluation plug-in 260. In
one embodiment, the source code 255 increases usability of
the IDE 255, and a potential problem may be visualized in
the source code 255. The software application runtime 235
may include all loaded classes and may communicate with
the data structures 240 containing static and local variables.
Data structure wrappers 245 may be used for data structures
240 that are mapped to patterns 275 in evaluation snapshots
270.

The in-flow data engine 220 may simulate input data for
the evaluated software application 210. In one embodiment,
the in-flow data engine 220 may generate test application
examples based on an evaluation snapshot.

The IDE 225 and the evaluation plugin 260 may provide
visual representation and management tools for the whole
evaluation process.

FIG. 3 is a block diagram illustrating an embodiment of
an environment 300 of an evaluation engine 305. The
evaluation engine 305 includes a management module 310,
evaluation snapshots 315, and evaluation runtime loop 320.
The evaluation engine 305 may evaluate an evaluated soft-
ware application 355 by using an evaluation book 345 and
an input data engine 350. The evaluation engine 305 may
also use file system 325 to store and extract data necessary
for the evaluation process.

The management module 310 may provide management
activities such as suspend/resume against different instances
of the evaluated software application 355. In one embodi-
ment, the management module 310 is also operable to
provide a visualization of the evaluation process.

The evaluation runtime loop 320 may create an evaluation
snapshot graph from evaluation snapshots 315. The evalu-
ation runtime loop 320, in connection with the evaluation
hook 345, may be operable to monitor the behavior of the
evaluated software application 355. The evaluation runtime
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loop 320, in communication with the input data engine 350,
may be operable to simulate input data for the evaluated
software application 355. The evaluation runtime loop 320
may use the file system 325 for performing backups of the
evaluation snapshots 315, storing progress reports 330, and
extracting configuration data such as evaluation configura-
tion 340. In one embodiment, the progress reports 330 are
human readable. In one embodiment, the evaluation con-
figuration 340 includes configuration rules. In one embodi-
ment, the configuration rules may define prioritization of the
evaluation snapshots. In yet another embodiment, the con-
figuration rules may define evaluation snapshots to be
excluded from the evaluation runtime loop 320, which may
be based on rules that define certain evaluation snapshots not
being of interest for the evaluation process.

FIG. 4 is a class diagram illustrating an evaluation snap-
shot structure. An evaluation snapshot loop may starts from
an initial evaluation snapshot 405. When evaluation snap-
shot 410 is added to the graph, the evaluation snapshot 410
has a parent association 415 to an existing evaluation
snapshot. Evaluation snapshot 410 may contain a program
snapshot 420. The program snapshot 420 may contain
current breakpoint 425 and variables 430 changed during the
software application execution. A breakpoint 425 identifies,
from an object 435, and an instruction position 440 within
the byte code of that object. A variable 430 may be mapped
to data structure 445. Some of the data structures 445 may
be data wrappers 450. Data wrappers 450 may be mapped to
input patterns 455.

FIG. 5 is a flow diagram illustrating an embodiment of a
method 500 for evaluating of software applications. At block
510, input data is simulated for a software application. The
software application may expect input data such as remote
requests, application programming interface (API) calls,
sent messages, etc. The input data may be input data 110 in
FIG. 1A and FIG. 1B. In one embodiment, the simulated
data is a contiguous data stream. The simulated input data is
received by the software application such as software appli-
cation 100 and the software application may generate some
data structures according to the internal logic of the software
application. The generated data structures may be data
structures 105 and data structures 240.

At block 520, patterns of the generated data structures are
determined. There may be a direct dependency between the
generated data structures and the input data, and the patterns
of the generated data structures may indicate these depen-
dencies.

The input data for a software application may be a
countable set. For example, the input data may be a sequence
of bytes that go through one communication channel con-
nected with the software application. In some embodiments,
the input data may be more complex, but it remains a
countable set and the same algorithm may be used. In one
embodiment, the bytes from the input data are enumerated
with the number of their position within the sequence:
1,2, ... n. By having bytes: B1, B2, . . ., Bn, for each such
byte being a part from given input data, the following states
S(Bn) may be defined:

not_needed: the byte Bn is still not processed from the
software application;

free_data: the byte Bn is read by the software application,
but there is still no branching based on its value, which
means there is no data structure changed or program opera-
tions performed based on this data;

value_set: the byte Bn (or some sequence of bytes
Bn . .. Bn+m) has a predefined value set (e.g. [ab, ac, ad])
that directs the program to an exact branch; and
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strict_value: the same as the value set, but containing a
single value. In one embodiment, an input state Sn may be
defined as a union of all state of bytes that are part from the
input: Sn=[S(B1), S(B2), . . . ]. An evaluation snapshot can
be mapped to such input state. Similarly to the input data, a
countable set from all attributes/variables within the evalu-
ated software application may be built. Attributes/variables
are all “places” where some data could be stored, for
example, static variable of classes, thread locals, instances of
loaded classes, attributes of these instances, local variables
of called methods, etc. All attributes are given unique names,
which may be done using one or more initial points and then
mentioning all attributes as a reference according to this
initial point (e.g., root classloader—all_classloders—
app_classX—classXYZ—=attributeABC). The attributes
within a given snapshot could have the following states:

not_changed: attribute An has never been changed from
the evaluation snapshot;

changed_with_constant: attribute An has been changed to
a constant (the value of the constant does not contain the
value of an input byte); here, a boundary case may be when
the value depends on the count of processed input bytes.

changed_with_formula: attribute An has been changed to
value of a computable formula that contains input bytes;

changed_with_value_set: a value set that contains a for-
mula or constant values;

data_structure_wrapper: data structure wrappers may be
used when there is a repeatable data structure pattern (e.g.,
within the input data with a defined list of data structures and
no need to have different snapshots one for one data struc-
ture, another with list of two data structures, etc,); it is
enough to have one snapshot with a data structure wrapper.
There is also a need to detect such repeatable data structures
during the execution of the software application.

Turning back to FIG. 5, at block 530, the determined
patterns are evaluated based on predefined rules. In one
embodiment, the patterns are checked for critical scenarios
for the software application and critical instances of input
data leading to the critical scenarios are defined. Critical
scenarios for a software application include undesired situ-
ations and states of the executed software application. Unde-
sired states may be error states, while undesired situation
may be an unauthorized access to some data or resources. In
one embodiment, the patterns are checked for possible
system crashes and security faults.

At block 540, critical instances of input data causing
critical errors in the software application may be reported.

FIG. 6 is flow diagram illustrating an embodiment of a
method 600 for determining patterns in generated data
structures. At block 610, a software evaluation snapshot is
received. The point where an execution of a request to a
software application reached (execution breakpoint)
together with all variables (data structures) that are changed
during the software application execution define a snapshot.
The evaluation snapshot 610 is an initial snapshot such as
initial snapshot 405, from which an evaluation snapshot loop
is started.

Then, at block 620, a program step of the software
application is executed. Only program steps that modify
some data structures or evaluate a data structure are of
interest. These are operations that change value (e.g. x=1)
and operations that branch based on a value (e.g. if
x=0{ ... }). At block 630, a resulting evaluation snapshot
is collected. The resulting evaluation snapshot results from
the executed program step at block 620.

At decision block 640, a check is performed to determine
whether the resulting evaluation snapshot includes pre-
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defined exclusive patterns. The predefined exclusive pat-
terns may be defined in configuration data such as evaluation
configuration 340. If a predefined exclusive pattern is iden-
tified in the resulting evaluation snapshot, then the method
returns to block 620 to execute another program step. If a
predefined exclusive pattern is not found in the resulting
evaluation snapshot, then the method continues to decision
block 650 to perform another check. At decision block 650,
the attributes, execution breakpoint, changed variables and
input patterns of the resulting evaluation snapshot are
checked to determine if they coincide with those of an
existing snapshot from a set of existing evaluation snap-
shots. If these attributes do not coincide with those of an
existing evaluation snapshot, then, at block 670, the result-
ing evaluation snapshot is added to the set of existing
evaluation snapshots and the method returns to block 620 to
execute another program step. If the attributes, execution
breakpoint, changed variables and input patterns of the
resulting evaluation snapshot do coincide with those of an
existing evaluation snapshot, then the method continues to
block 660 to map the resulting evaluation snapshot to the
existing evaluation snapshot and the method returns to block
620 to execute another program step.

An example of a simple software application that receives
as an input text and generates as an output a word that
repeats most in the text follows. The software application
caches the output in order to analyze the searches later. The
software application code may be in Java as presented in
Table 1:

TABLE 1

package example;
import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.ByteArrayInputStream;
import java.io.JOException;
impor1t java.io.InputStream;
import java.io.InputStreamReader;
import java.io.OutputStream;
import java.io.OutputStreamWriter;
import java.util. ArrayList;
import java.util.Hashtable;
import java.util.Iterator;
public class WordCounter {
public static ArrayList<String> mostRepeatedWords = new
ArrayList<String>( );
public void mostRepeated(InputStream in, OutputStream out) throws
IOException {
BufferedReader reader = new BufferedReader(new
InputStreamReader(in));
String line = reader.readLine( );
String[ ] words = line.split(“\\W);
Hashtable<String, Integer> wordCountTable = new
Hashtable<String, Integer>( );
for (String word : words) {
Integer count = wordCountTable.get(word);
if (count == null) {
count = new Integer(1);

}else {

count = new Integer(count.intValue( ) + 1);
¥
wordCountTable.put(word, count);

reader.close( );

String result =

int count = 0;

Tterator<String™> wordlIterator =
wordCountTable.keySet( ).iterator( );
while (wordlIterator.hasNext( )) {



US 9,471,788 B2

7
TABLE 1-continued

String word = wordIterator.next( );
int wordCount = wordCountTable.get(word).intValue( );
if (wordCount > count) {

result = word;

count = wordCount;

}

BufferedWriter writer = new BufferedWriter(new
OutputStreamWriter(out));

writer. write(result);

writer.newLine( );

writer.close( );

mostRepeatedWords.add(result);

The snapshot presented in Table 2 is generated at the end
of its evaluation:

TABLE 2

SNAPSHOT: {
OBJECT__INSTANCES: [
{ INSTANCE_NUMBER: 1
TYPE: WordCounter.class
LOCAL_VARIABLES: [
{ NAME: reader, TYPE: BufferedReader.class, ... };
{ NAME: line,
TYPE: String;
VALUE: { TYPE:
RESTRICTED__INPUT_ STREAM,
SIZE: UNRESTRICTED,
RESTRICTEDCHARSET: [“\n’];

]

I
STATIC_STRUCTURES: [

{ NAME: mostRepeatedWords
TYPE: ArrayList.class
VALUE: [
{ TYPE: String.class
VALUE: { TYPE:
RESTRICTED__INPUT__STREAM,
SIZE: UNRESTRICTED,
RESTRICTEDCHARSET: [\’ * ]
¥
1
¥

]
OUTPUT: { ... }

Other snapshots are also generated but they are not of
interest for the checks performed below. There may be a
predefined set of rules (checks) that are executed against that
snapshot. Two possible checks may be:

Check 1: If OBJECT_INSTANCES contain some VARI-
ABLE with VALUE having UNRESTRICTED SIZE, then
this is an indicator for possible out-of-memory problem.
This rule may be used to discover a situation when there is
no limitation for buffering the data coming from the input
data stream within the memory. In that situation, a variable
with unrestricted size is sought.

In the example above: the check discovers variable “line”,
Then, any lone: enough input data stream that does not
contain “‘\n’ causes an out-of-memory problem for the soft-
ware application (see restrictions on variable’s value).

Check 2: If STATIC_STRUCTURES contain some
VALUE from type RESTRICTED_INPUT_STREAM that
is an indicator for possible out-of-memory problem.

This rule may be used to discover a situation when data
coming from the input data stream is stored within the
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memory in static objects. This situation could lead to an
out-of-memory problem as the incoming data request could
be repeated many times and, each time, the memory used by
the program increases.

In the example above: the check discovers variable
“mostRepeatedWords™. Then, any call to the software appli-
cation causes an increase of the used memory. After multiple
calls, the out-of-memory problem appears.

Some embodiments may include the above-described
methods being, written as one or more software components.
These components, and the functionality associated with
each, may be used by client, server, distributed, or peer
computer systems. These components may be written in a
computer language corresponding to one or more program-
ming languages such as, functional, declarative, procedural,
object-oriented, lower level languages and the like. They
may be linked to other components via various application
programming interfaces and then compiled into one com-
plete application for a server or a client. Alternatively, the
components maybe implemented in server and client appli-
cations. Further, these components may be linked together
via various distributed programming protocols. Some
example embodiments may include remote procedure calls
being used to implement one or more of these components
across a distributed programming environment. For
example, a logic level may reside on a first computer system
that is located remotely from a second computer system
containing an interface level (e.g., a graphical user inter-
face). These first and second computer systems can be
configured in a server-client, peer-to-peer, or some other
configuration. The clients can vary in complexity from
mobile and handheld devices, to thin clients and on to thick
clients or even other servers.

The above-illustrated software components are tangibly
stored on a computer readable storage medium as instruc-
tions. The term “computer readable storage medium” should
be taken to include a single medium or multiple media that
stores one or more sets of instructions. The term “computer
readable storage medium” should be taken to include any
physical article that is capable of undergoing a set of
physical changes to physically store, encode, or otherwise
carry a set of instructions for execution by a computer
system which causes the computer system to perform any of
the methods or process steps described, represented, or
illustrated herein. A computer readable storage medium may
be a non-transitory computer readable storage medium.
Examples of non-transitory computer readable storage
media include, but are not limited to: magnetic media, such
as hard disks, floppy disks, and magnetic tape; optical media
such as CD-ROMs, DVDs and holographic devices; mag-
neto-optical media; and hardware devices that are specially
configured to store and execute, such as application-specific
integrated circuits (“ASICs”), programmable logic devices
(“PLDs”) and ROM and RAM devices. Examples of com-
puter readable instructions include machine code, such as
produced by a compiler, and files containing higher-level
code that are executed by a computer using an interpreter.
For example, an embodiment may be implemented using
Java, C++, or other object-oriented programming language
and development tools. Another embodiment may be imple-
mented in hard-wired circuitry in place of, or in combination
with machine readable software instructions.

FIG. 7 is a block diagram of an exemplary computer
system 700. The computer system 700 includes a processor
705 that executes software instructions or code stored on a
computer readable storage medium 755 to perform the
above-illustrated methods. The computer system 700
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includes a media reader 740 to read the instructions from the
computer readable storage medium 755 and store the
instructions in storage 710 or in random access memory
(RAM) 715. The storage 710 provides a large space for
keeping static data where at least some instructions could be
stored for later execution. The stored instructions may be
further compiled to generate other representations of the
instructions and dynamically stored in the RAM 715. The
processor 705 reads instructions from the RAM 715 and
performs actions as instructed. According to one embodi-
ment, the computer system 700 further includes an output
device 725 (e.g., a display) to provide at least some of the
results of the execution as output including, but not limited
to, visual information to users and an input device 730 to
provide a user or another device with means for entering
data and/or otherwise interact with the computer system
700. Each of these output devices 725 and input devices 730
could be joined by one or more additional peripherals to
further expand the capabilities of the computer system 700.
A network communicator 735 may be provided to connect
the computer system 700 to a network 750 and in turn to
other devices connected to the network 750 including other
clients, servers, data stores, and interfaces, for instance. The
modules of the computer system 700 are interconnected via
a bus 745. Computer system 700 includes a data source
interface 720 to access data source 760. The data source 760
can be accessed via one or more abstraction layers imple-
mented in hardware or software. For example, the data
source 760 may be accessed by network 750. In some
embodiments the data source 760 may be accessed via an
abstraction layer, such as, a semantic layer.

A data source is an information resource. Data sources
include sources of data that enable data storage and retrieval.
Data sources may include databases, such as, relational,
transactional, hierarchical, multi-dimensional (e.g., OLAP),
object oriented databases, and the like. Further data sources
include tabular data (e.g., spreadsheets, delimited text files),
data tagged with a markup language (e.g., XML data),
transactional data, unstructured data (e.g., text files, screen
scrapings), hierarchical data (e.g., data in a file system, XML
data), files, a plurality of reports, and any other data source
accessible through an established protocol, such as, Open
DataBase Connectivity (ODBC), produced by an underlying
software system (e.g., ERP system), and the like. Data
sources may also include a data source where the data is not
tangibly stored or otherwise ephemeral such as data streams,
broadcast data, and the like. These data sources can include
associated data foundations, semantic layers, management
systems, security systems and so on.

In the above description, numerous specific details are set
forth to provide a thorough understanding of embodiments.
One skilled in the relevant art will recognize, however that
the embodiments can be practiced without one or more of
the specific details or with other methods, components,
techniques, etc. in other instances, well-known operations or
structures are not shown or described in details.

Although the processes illustrated and described herein
include series of steps, it will be appreciated that the
different embodiments are not limited by the illustrated
ordering of steps, as some steps may occur in different
orders, some concurrently with other steps apart from that
shown and described herein. In addition, not all illustrated
steps may be required to implement a methodology in
accordance with the one or more embodiments. Moreover, it
will be appreciated that the processes may be implemented
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in association with the apparatus and systems illustrated and
described herein as well as in association with other systems
not illustrated.

The above descriptions and illustrations of embodiments,
including what is described in the Abstract, is not intended
to be exhaustive or to limit the one or more embodiments to
the precise forms disclosed. While specific embodiments of,
and examples for, the one or more embodiments are
described herein for illustrative purposes, various equivalent
modifications are possible within the scope, as those skilled
in the relevant art will recognize. These modifications can be
made in light of the above detailed description. Rather, the
scope is to be determined by the following claims, which are
to be interpreted in accordance with established doctrines of
claim construction.

What is claimed is:

1. A computer implemented method for evaluation of a
software application comprising:

simulating input data for the software application;

generating data structures from the input data based on

application logic of the software application, wherein
evaluation snapshots for the software application are
derived for the generated data structures;

determining patterns of the generated data structures in

the evaluation snapshots, the patterns indicating depen-

dencies between the generated data structures and the

input data, wherein determining the patterns further

comprises:

determining a graph including a set of the evaluation
snapshots that do not coincide with one another;

receiving a software application evaluation snapshot;

executing a program step of the software application;

collecting a resulting evaluation snapshot from the
execution of the program step;

mapping the resulting evaluation snapshot to an exist-
ing snapshot from the set of the evaluation snapshots
to determine whether an execution breakpoint,
changed variable, and input patterns of the input data
related to the resulting evaluation snapshot coincide
with an execution breakpoint, changed variable, and
input patterns of input data related to the existing
snapshot from the set of the evaluation snapshots;
and

adding the resulting evaluation snapshot to the set of
the evaluation snapshots when the resulting evalua-
tion snapshot does not coincide with the existing
snapshot from the set of evaluation snapshots; and

evaluating the patterns based on predefined rules.

2. The method of claim 1, further comprising reporting
critical instances of the input data based on the evaluation of
the patterns.

3. The method of claim 1, wherein determining the
patterns of the generated data structures further comprises
excluding the resulting evaluation snapshot from the set of
the evaluation snapshots when the resulting evaluation snap-
shot comprises predefined exclusive patterns.

4. The method of claim 1, wherein evaluating the patterns
based on the predefined rules comprises:

checking the patterns for critical scenarios for the soft-

ware application; and

defining critical instances of the input data for the critical

scenarios.

5. The method of claim 4, wherein checking the patterns
for the critical scenarios comprises:

checking for system crashes; and

checking for security faults.
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6. A computer system for evaluation of a software appli-
cation comprising:

a processor; and

a memory in communication with the processor, the

memory storing instructions related to:
an in-flow data engine to simulate input data for the
software application, the input data generating data
structures in the memory based on application logic
of the software application, wherein evaluation snap-
shots for the software application are derived for the
generated data structures; and
an evaluation engine to:
determine patterns of the generated data structures in
the evaluation snapshots, the patterns indicating
dependencies between the data structures and the
input data, wherein determining the patterns fur-
ther comprises:
determining a graph including a set of the evalu-
ation snapshots that do not coincide with one
another;
receiving a software application evaluation snap-
shot;
executing a program step of the software applica-
tion;
collecting a resulting evaluation snapshot from the
execution of the program step;
mapping the resulting evaluation snapshot to an
existing snapshot from the set of the evaluation
snapshots to determine whether an execution
breakpoint, changed variable, and input patterns
of the input data related to the resulting evalu-
ation snapshot coincide with an execution
breakpoint, changed variable, and input patterns
of input data related to the existing snapshot
from the set of the evaluation snapshots;
adding the resulting evaluation snapshot to the set
of the evaluation snapshots when the resulting
evaluation snapshot does not coincide with the
existing snapshot from the set of evaluation
snapshots; and
evaluate the patterns based on predefined rules.

7. The system of claim 6, wherein the evaluation engine
is further operable to:

report critical instances of the input data based on the

evaluation of the patterns.

8. The system of claim 6, wherein the evaluation engine
is operable to exclude the resulting evaluation snapshot from
the set of the evaluation snapshots when the resulting
evaluation snapshot comprises predefined exclusive pat-
terns.

9. The system of claim 6, wherein the evaluation engine
is further operable to:

check the patterns for critical scenarios for the software

application; and

define the critical instances of the input data for the

critical scenarios.

10. The system of claim 9, wherein the evaluation engine
is further operable to:

check for system crashes; and

check for security faults.
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11. An article of manufacture including a non-transitory
computer readable storage medium to tangibly store instruc-
tions, which when executed by a computer, cause the
computer to:

simulate input data for the software application;

generate data structures from the input data based on

application logic of the software application, wherein
evaluation snapshots for the software application are
derived for the generated data structures;

determine patterns of the generated data structures in the

evaluation snapshots, the patterns indicating dependen-

cies between the data structures and the input data,

wherein determining the patterns further comprises:

determining a graph including a set of the evaluation
snapshots that do not coincide with one another;

receiving a software application evaluation snapshot;

executing a program step of the software application;

collecting a resulting evaluation snapshot from the
execution of the program step;

mapping the resulting evaluation snapshot to an exist-
ing snapshot from the set of the evaluation snapshots
to determine whether an execution breakpoint,
changed variable, and input patterns of the input data
related to the resulting evaluation snapshot coincide
with an execution breakpoint, changed variable, and
input patterns of input data related to the existing
snapshot from the set of the evaluation snapshots;
and

adding the resulting evaluation snapshot to the set of
the evaluation snapshots when the resulting evalua-
tion snapshot does not coincide with the existing
snapshot from the set of evaluation snapshots; and

evaluate the patterns based on predefined rules.

12. The article of manufacture of claim 11, further storing
instructions, which when executed by a computer, cause the
computer to report critical instances of the input data based
on the evaluation of the patterns.

13. The article of manufacture of claim 11, wherein the
instructions to determine the patterns of the generated data
structures further comprise instructions, which when
executed by a computer, cause the computer to exclude the
resulting evaluation snapshot from the set of the evaluation
snapshots when the resulting evaluation snapshot comprises
predefined exclusive patterns.

14. The article of manufacture of claim 11, wherein the
instructions to evaluate the patterns based on the predefined
rules further comprise instructions, which when executed by
a computer, cause the computer to:

check the patterns for critical scenarios for the software

application; and

define critical instances of the input data for the critical

scenarios.

15. The article of manufacture of claim 14, wherein the
instructions to check the patterns for the critical scenarios
further comprise instructions, which when executed by a
computer, cause the computer to:

check for system crashes; and

check for security faults.
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